
University of Dar es Salaam

Research Repository https://repository.udsm.ac.tz

College of Information and Communication Technology Department of Electronics and Telecommunications Engineering

2018-08-15

Received Signal Strength Based Gait Authentication

Mohamed, Marshed

IEEE

M. Mohamed and M. Cheffena, “Received signal strength based gait authentication,”IEEE

Sensors Journal, vol. 18, no. 16, pp. 6727–6734, 2018.

http://hdl.handle.net/20.500.11810/5355

Downloaded from University of Dar es Salaam Repository



Received Signal Strength Based Gait

Authentication

Marshed Mohamed, Michael Cheffena

Abstract

Expansion of wireless body area networks applications, such as health-
care, m-banking, and others has lead to vulnerability of privacy and per-
sonal data. An effective and unobtrusive natural method of authentica-
tion is therefore a necessity in such applications. Accelerometer-based
gait recognition has become an attractive solution, however, continuous
sampling of accelerometer data reduces the battery life of wearables. This
paper investigates the usage of received signal strength indicator (RSSI) as
a source of gait recognition. Unlike the accelerometer-based method, the
RSSI approach does not require additional sensors (hardware) or sampling
of them, but uses the RSSI values already available in all radio devices.
Three radio channel features namely, the time series, auto-correlation
function, and level crossing rate were extracted from unique signature
of the RSSI in relation to the corresponding subject. The extracted fea-
tures were then used together with four different classification learners,
namely decision tree, support vector machine, k-nearest neighbors, and
artificial neural network, to evaluate the method. The best performance
was achieved utilizing artificial neural network with 95
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